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	Introduction


This document will describe the location and function of all key files created and used by the iMedConsent application.  Also included are the proper permissions which should be set on each share, and specific files are emphasized for periodic backup to prevent the loss of data and minimize downtime in the event of server failure.
	Server Folder and Share Layout


	Folder
	Description

	C:\deploy\
	Program files for SYSPREP and other Microsoft programs used to prepare the system for imaging and deployment.

	C:\documentService\bin\
	Program files for Document Service used to monitor and process documents from iMedConsent to the EMR package.

	C:\documentService\DocToImg\bin\
	Program files for Document To Image Converter used to convert an iMedConsent document to a digital image.  The digital document is then used for submission to the EMR.

	C:\documentService\emrRun\bin\
	Program files for EMR Run used to execute commands against the EMR system.

	C:\Program Files\Dialog Medical\
	No files placed here currently.  Normally used as a placeholder for any Dialog Medical update system.

	C:\Program Files\ImageIt\
	Program files for the iMedConsent Image Printers used as part of the DocToImg application.

	D:\DocumentStore\
	Base share for use by the Document Monitoring Application.

(\\server\DocumentStore$)

	D:\DocumentStore\clientLogs\
	Open share for centrally storing workstation log files.
(\\server\ClientLogs$)

	D:\DocumentStore\dropBox\
	Open share for placing documents that are queued for processing by the Document Service.
(\\server\DocumentDrop$)

	D:\DocumentStore\holdingToProcess\
	Document Service moves accepted documents here for processing.  Documents in queue, active, and on hold are located here.

	D:\DocumentStore\imagingShare\
	Images converted from an iMedConsent document are held here to be picked up by the EMR.
(\\server\Images$)

	D:\DocumentStore\storeToPurge\
	All document pieces including images are placed here when the document is successfully saved and processed.

	D:\iMed_FinishSetup\
	Process used to finish setting up the server after imaging is located here.
Instructions available separately.

	D:\iMedConsent\
	Base share folder for all clients.
(\\server\iMedConsent$)

	D:\iMedConsent\iMed37\
	Base folder for each version of iMed for uninterrupted upgrades.

	D:\iMedConsent\iMed37\Admin\
	Applications to maintain iMedConsent that are not located within the iMedConsent application itself.


	D:\iMedConsent\iMed37\Content\
	Content files for use by iMedConsent.  These files are critical part of the iMedConsent client and required for the application to function.

	D:\iMedConsent\iMed37\Install\
	Files used to install iMedConsent on the Server and Client.
Client files are located in the Install\Workstation\ folder.

	D:\iMedConsent\iMed37\Program\
	Application files copied to the workstations as part of the update system.
The files here are place into the client’s [Drive]:\[Program Files]\Dialog Medcial\iMedConsent [Edition]\ folder.
Program\Dialog.exe is the main executable.  A full explanation is available in the Client Section.

	D:\iMedConsent\iMed37\Support\
	Support files used for out-of-date systems.  Includes Microsoft Data Access Components (MDAC) and Internet Explorer (IE).

	D:\SQL Data\MSSQL\
	Data files for SQL Server.
iMedConsent can be found at: MSSQL\Data\iMed37.*
File based backup are defaulted to:

MSSQL\BACKUP\


	Security with Share Permissions




Below is a layout of the share structure listed above and recommended share permissions.

	Folder (Share Name)
	Shipped 
Permissions
	Recommended Permissions

	D:\DocumentStore\ 
(\\server\DocumentStore$)
	Everyone (Read)
	Everyone (None)
Admin Users
 (Full)

	D:\DocumentStore\clientLogs\ 
(\\server\ClientLogs$)
	Everyone (Full)
	Everyone (Full)

	D:\DocumentStore\dropBox\ 
(\\server\DocumentDrop$)
	Everyone (Full)
	Everyone (Full)

	D:\DocumentStore\imagingShare\ 
(\\server\Images$)
	Everyone (Read)
	Everyone (None)
Imaging User
 (Full)

	D:\iMedConsent\ 
(\\server\iMedConsent$)
	Everyone (Full)
	Everyone (Full)


	Client Files and Folders




The iMedConsent Components 3.7 Installer and iMedConsent VA Edition 3.7 installs the following base features:
· Windows Installer 2.0 if not present.

· [Program Files]\Dialog Medical\

· Empty folder with Everyone permissions.

· [Windows System Folder]

· System components used by the iMedConsent application.

The iMedConsent VA Edition 3.7 also installs the following features:
· [Program Files]\Dialog Medical\iMedContsent VA\Dialog.exe

· Main executable

· [Program Files]\Dialog Medical\iMedContsent VA\Dialog.ini

· iMedConsent Settings

· [Program Files]\Dialog Medical\iMedContsent VA\DocumentMinion.exe

· Used to copy files to \\server\DocumentDrop$
· [Program Files]\Dialog Medical\iMedContsent VA\iMedHelp.chm

· Help File

· [Program Files]\Dialog Medical\iMedContsent VA\LoggerXFile.txt

· Debug Settings

· [Program Files]\Dialog Medical\iMedContsent VA\TXWords.exe

· External document viewer for troubleshooting

· [Program Files]\Dialog Medical\iMedContsent VA\Updater.ini

· Updater Settings

· [Program Files]\Dialog Medical\iMedContsent VA\Updater2.exe

· Program used to update this folder from the server

	Backup Software and Backup Agents




The iMedConsent Server consists of 5 main backup points.
1. Windows Server 2003 and Other Installed Software

a. Base Operating System

b. Program Files including SQL Server executables

2. SQL Server Databases

a. Located at D:\SQL Data\

b. Cannot backup these files directly, must use SQL Server’s built-in backup feature or a SQL Server backup agent

i. When using SQL Server’s built-in backup: 
Backup all databases to file 1 hour before the scheduled backup time of the file system.  Also select the SQL Server BACKUP folder as part of your file system backup.
The BACKUP folder is normally:
C:\Program Files\Microsoft SQL Server\MSSQL\BACKUP
  OR
D:\SQL Data\MSSQL\BACKUP

3. iMedConsent Document Service

a. Located at C:\documentService\

b. May need to exclude log files in all 3 bin folders if Open File backup agents are not used.

i. C:\documentService\bin\trace.log

ii. C:\documentService\DocToImg\bin\DocToImg.log

iii. C:\documentService\emrRun\bin\trace.log

4. iMedConsent Folders and Files for use by end-users
a. Located at D:\iMedConsent\
b. All files can be backed up and there should be no locks.

5. iMedConsent Folders and Files for use by the Document Service

a. Located at D:\DocumentStore\

b. Many of the folders are active and could change every possible second.

c. Only backup:

i. D:\DocumentStore\storeToPurge
d. Exclude:

i. D:\DocumentStore  (root folder itself and all files there)
ii. D:\DocumentStore\clientLogs
iii. D:\DocumentStore\dropBox
iv. D:\DocumentStore\holdingToProcess
v. D:\DocumentStore\imagingShare
� Admin Users are Clinical Application Coordinators and personnel needing higher permission access to iMedConsent for daily maintenance of the system.


� The IU user should match the user that the Background Processor (BP) impersonates for network file access.  The BP is the only process that needs access to this share.
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